BABERGH DISTRICT COUNCIL

FROM: Director of Corporate Services REPORT NUMBER: K44

TO: OVERVIEW AND SCRUTINY
(COMMUNITY SERVICES) DATE OF MEETING: 29 June 2010

COMMITTEE

BABERGH DISTRICT COUNCIL EMERGENCY PREPAREDNESS FORUM

1.  PURPOSE OF REPORT

1.1 This report provides the Committee with an update on the work of the Babergh
District Emergency Preparedness Forum and the work carried out to underpin the
associated Emergency Planning and Response Work Plan for 2009/10. The
report also proposes a revised approach to the reporting arrangements for
Emergency Planning and Business Continuity issues.

2. RECOMMENDATIONS

2.1 That the proposed revision to monitoring arrangements for the newly created
Emergency Preparedness Forum Work Plan, as detailed in paragraph 6.6 of the
report, be approved.

2.2 That the report be noted.

The Committee is able to resolve these matters.

3.  FINANCIAL IMPLICATIONS

3.1 There are no additional financial implications associated with this report that are
not met within existing budgets.

4. RISK MANAGEMENT

4.1 The report relates to Significant Business Risk No.7 — Financial, Performance and
Risk Management. Key risks are set out below:

Risk Description Likelihood | Seriousness | Mitigation Measures

or Impact
Failure to meet the || ow Marginal An Emergency Planning
duties of the Civil process is in place to
Contingencies manage the BDC response
Act 2004, by not having to an emergency.
Effective and appropriate
Emergency Planning
arrangements in place




5.1

6.1

6.2

6.3

6.4

6.5

6.6

EQUALITY AND DIVERSITY IMPACT

There are no specific Equality and Diversity implications as this report provides
monitoring information in relation to the function.

KEY INFORMATION

Context

The Civil Contingencies Act 2004 (CCA) places a statutory duty on Babergh
District Council to: -

Make risk assessments

Make business continuity arrangements
Conduct Emergency Planning

Inform, warn and advise the public
Co-operate in resilience activities
Share information.

To meet this obligation, in 2005, Babergh entered into a partnership with the other
Suffolk district and borough councils (except Ipswich) and Suffolk County Council
to form a Joint Emergency Planning Unit (JEPU). Ipswich Borough Council joined
the partnership in April 2010.

For Emergency Planning purposes the JEPU partnership divides the county into
four areas (West, Central, East and Ipswich). Each area has a dedicated District
Emergency Planning Officer (DEPO), together with a linked Emergency Planning
Officer. The DEPO is based in the respective District Council offices - Babergh’s
DEPO changed in June 2010, with Steve Pinion taking over from Graham
Saward. The Babergh (Central) DEPO is shared with Mid Suffolk District Council.

Reporting arrangements

Previously the Emergency Planning and Business Continuity functions were
coordinated and managed by two separate officer forums which reported
separately into the Overview and Scrutiny Committees (Stewardship and
Community Services respectively).

These officer functions have now been merged with Civil Contingencies duties
now discharged by an Emergency Preparedness Forum (EPF) which incorporates
the former Business Continuity Forum (BCF). The EPF provides a platform within
the district, in accordance with the Civil Contingencies Act 2004.

To simplify reporting arrangements it is proposed that the Overview and Scrutiny
(Community Services) Committee receives a six monthly update report from the
Emergency Preparedness Forum which incorporates both Business Continuity
and Emergency Planning elements.



6.7

6.8

6.9

6.10

6.11

6.12

6.13

6.14

Emergency Planning and Business Continuity Work Plan

Babergh’s Emergency Planning and Business Continuity arrangements are
objectively assessed against the Cabinet Office “Expectations and Indicators of
Good Practice Set” in the form of a Capability and Performance assessment. The
current Capability and Performance assessment is attached at Appendix 1.
Babergh currently ranks as the second highest performing district in the county
using this model and has met all of the fundamental criteria.

In April each year the EPF prepares a work plan, which is then endorsed by
Management Team. The EPF work plan is informed by the Capability and
Performance assessment and by the analysis of relevant operational incidents
and exercises over the year. The 2010/11 EPF work plan is attached for review at
Appendix 2.

Review of the 2009/10 Emergency Planning and Response Work Plan

A range of EPF work plan activities have been undertaken during 2009/2010, with
the aim of ensuring that robust arrangements and plans are in place. Examples of
the work undertaken includes the revision of the Emergency Response Plan, the
development of the District Community Risk Assessment and the delivery of
emergency planning awareness elements in staff induction training sessions.

The Emergency Control Centre (ECC) has also been equipped to the required
operational standard and an alternate ECC identified. A review of Rest Centres
has been undertaken and staff have been trained in Rest Centre Operation.

Additional telephone land-lines have been installed in the ECC, and emergency
response requirements have been embedded in Business Continuity plans.

Training undertaken this year has included a live out of hours response exercise,
a live evacuation scenario exercise which necessitated the setting up of the ECC
and a Rest Centre, and a loss of staff table-top exercise (linked to Business
Continuity planning processes).

Training provided for Babergh staff during the year has included emergency
preparedness awareness sessions, guidance relating to Local Authority
management of emergency situations, working with the media, ECC operation
and specific training for the Tactical Management Team in approaches to
business continuity.

Other emergency planning activities conducted during the period include
participation in:

- Flooding seminar (Ariel)

- Care home business continuity event

- Flood Fair event

- Vulnerable groups in an emergency working group
- Military aircraft crash seminar

- District Flood Risk Assessment

- Suffolk Voluntary Organisations Group seminar.



6.15 The swine flu pandemic and adverse weather encountered over a number of
weeks during the winter required extensive planning, and dissemination of
information to staff and elected members.

7. APPENDICES

1 Babergh District Council Emergency Preparedness Capability and
Performance assessment

2 Babergh District Council Emergency Preparedness Forum work plan

8. BACKGROUND PAPERS REFERRED TO

None.

CONTACT: Peter Quirk, EMAIL: peter.quirk@babergh.gov.uk
Corporate Improvement and Information Manager

H:ADOCS\Committee\REPORTS\Overview&Scrutiny\Community\2010\290610-BDC EPF.doc



Babergh District Council Civil Contingencies Performance & Capability Assessment

Date:

This assessment has been produced based upon national guidance for Civil Contingencies that sets out the mandatory requirements needed to meet

19-May-10

Produce Graham Saward

RAG Criteria

statutory duties and using guidance on evidencing performance related to Comprehensive Area Assessment.

This assessment process is used by Suffolk Constabulary, Suffolk Fire & Rescue, NHS Suffolk and NHS Great Yarmouth & Waveney to allow the
generation of a Suffolk Resilience Forum Assessment which can be used within the area aspect of CAA.

The assessment shows the status of council capability (plans, people and infrastructure) to support emergency response.

This assessment provides:

1. An objective assessment, based upon evidence of activity, of whether the council is meeting the mandatory requirements of the Civil Contingencies Act 2004 - MUST DO.

2. A subjective indication of CAA performance for Use of Resources (Business Continuity).

Appendix 1

Shortfall against requirement

AMBER Action in hand to meet requirement

Meets All Aspects of Requirement

3. Anindication of where performance exceeds mandatory requirements/may be deemed better practice. [Normal text in blue indicates areas that should be considered for GOOD practice and green text in italics indicates areas of

EXCELLENT practice beyond the norm].
PERFORMANCE ASSESSMENT

Mandatory Requirements to Meet CCA 2004

A. Risk Assessment

Assess Risks

Consider Contingency Plan
Review Risks Annually

Use LRAG/Threat Assessments
Cooperate within SRF

a s 0NN =

B. Council Emergency Response Plan

Preventative actions
Control/mitigation actions
Consequential actions
Resource requirements
Voluntary organisations
Minimum Emergency Plan content
Emergency Plan Format
Vulnerable People
Humanitarian Assistance
Stakeholder engagement
9 Review process

10 Activation

11 Exercising

12 Debrief process

13 Training

14  Publishing Plans

O~NO A WN = = =

C. Council Business Continuity Arrangements

1 Identify Critical Functions

1 Acceptable Level of Service

2 Business Impact of risks

5  Minimum Business Continuity Plan content
6  Critical Suppliers

7  Continuity incident declaration process
8 Identified Corporate Responsibility

9 Review process

10 Exercising

11 Training

12 Stakeholder awareness

13 Publishing arrangements

D. Communicate with the Public

1-4 Publish plans and risk assessments
5 Consider sensitive information
6 Identify information for FOI release
7-9 Public warning and informing process
10 Link to national warning and informing schemes
11-13 Raise public awareness of risks
14 Media arrangements
15 Exercising
16 Training

E. Business Continuity Promotion

Provide BCM advice to local business

Provide BCM advice to local vol orgs

Minimum content of BC promotion

Working with EP, economic development & vol org staff
Provide advice for all hazards

Use of BClI referral scheme

7/8 Cooperation with other local authorities

Avoid duplication with EP arrangements

10 SRF BC Forum

oA ON =
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F. Information Sharing

1-4  Process for requesting and responding to information requests

5/6  Information safeguarding & confidentiality

G. Cooperation
3 Participate in SRF

RAG
Assessment Evidence Good or Excellent Practice
Mandatory .
Overall A. Risk Assessment
10  Use systematic process
13 Documentary Evidence
14 Share risk assessment
15  Wide consultation
16 Out of Area hazards
17118 Different Risk Levels
Mgr;ciz:;c:lry B. Council Emergency Response Plan
17  Plan for many hazards
18  Peer review
19 Use of Best Practice
20  Flexible and Scalable
21 Lessons Learnt
22  Plan Awareness
23  Formal Training/Briefing system
24 Link to NOS for Civil Contingencies
Mgr\],i?;(ﬁry C. Council Business Continuity Arrangements
Reviewed in Feb 2010, in the BCP. 14 Plan for many hazards
Done, but questionnaires need reviewing. 15 Alignment with BS 25999
Reviewed in Feb 2010, in the BCP. 16/17 Incorporating BCM into Job Descriptions
Aligned with BS25999. 18  BCM network within organisation - internal & external
Done, but plans need developing further.  [19/20/21 Systematic approach
Included in BCP. 22 Peer Review
BC Forum exists, but not met recently. 24  Corporate Policy & Strategy
Completed for 09/10 25  Use of Best Practise
Exercise Matrix Aug 2009 26  Formal Training/Briefing system
Key managers trained Feb 2010. 27  Link to NOS for Civil Contingencies
Needs discussion and development.
BCP and other info on intranet and extranet
Mgr;ciz:;c:lry D. Communicate with the Public
17  Use of 10 Step Cycle
18  Accessible information
19/20 Communications methods
21/22 Identifying target groups
Through JEPU 23  Measuring information campaigns
Through JEPU 24  Media involved in exercises
26/26 SRF Comms working
27/28 Public Access
| 29/30 Promoting Community Resilience
31 Develop warning & informing products
32 Learn lessons
33  Formal media protocols for warning & informing
34  Media Strategy
35/36 SRF Warning & Informing system
Mgr\]/i?;(l)'ry E. Business Continuity Promotion
Done by JEPU systematically. 12 Individual business advice
Offered but not taken up. 13  Targeted approach to BC advice
Compares well with other counties. 14-16 Individual Vol Org advice
Mostly good, but not vol orgs. 17  Charging Regime
Cover specific risks, e.g. Flu, flood. 18  Link with wider SRF BC work
This needs more development. 19  Policy for BC advice
JEPU involve all Cat 1 & 2 responders 20/21 Maximise use of existing networks
JEPU dovetail BC and EP programmes. 22 Learnlessons
Annual cycle of workshops and newsletters 23 Use of national promotional materials
24  Assessed level of BC advice required
25/26 Assessed profile of business and vol orgs
Mandatory
Overall
|F. Information Sharing
7  Use of existing information sharing routes
9  System for tracking requests
Mandatory
Overall

RAG

Assessment Evidence

Good, but need AC for critical suppliers.
Standard BCP is aligned

No evidence

Improved in 2009 due to training and forum
Good annual cycle, well resourced

Joint work with MSDC

OK, but not reviewed since 2007

JEPU provides overview, started a review.
Still rather ad hoc

I No evidence

[Offered but not taken up.

Target specific risks, e.g. flood.

Not taken up.

It's free!

Publicised, may need a review.

Ch Of C, Business Link, ISSBA etc.

Learn at GO East and with Norfolk

Used materials from Beacon Counties

No evidence

No evidence

CAPABILITY ASSESSMENT

Plans
Babergh DC Major Incident Plan
Babergh DC Business Continuity Plan
Business Impact Assessment

People in Civil Contingencies Roles

GOLD Executive

Control Room Manager
Operations Room Staff

Rest Centre Manager

Rest Centre Staff

Corporate Awareness

Elected Member

Infrastructure
Council Operations Room
Alternate Council operations Room

Number of Rest Centres available

Equipment
Individual Rest Centre packs

Exercises within last Year
Ex Name

Date of review

Current Version Baseline Requirement

Issued and current version reviewed annually Jun-09
Issued and current version reviewed annually Feb-10
Reviewed annually Feb-10

Current Number

Baseline Requirement
CEO trained
As per legal agreement
As per legal agreement
As per legal agreement
As per legal agreement

Trained

il

Leader, PH and Scrutiny Chair

RAG
Assessment

Held by Council

B

Capabilities Practised

I

H:DOCS\Cx
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Appendix 2
BDC DRF 09-10 Work Plan v2 - 16 June 09

BDC EMERGENCY PLANNING & BUSINESS CONTINUITY WORK PLAN - Overview plan 2010/2011

Ref Key Tasks / Objectives Priority [ Completion Date [Measure / | Lead Officer Remarks/Resources
Issue
09/10 Progress
(a) (b) (¢ (d) (e) ()
(3) Review Risks Annually Q3 DEPO Review District Risk
A |Risk Assessment L Assessment dated October
2009
(6) Review needs of vulnerable people Q2 Jon Seed Identify people who are
B Emergency Response M vulnerable in a crisis in
Plan consultation with other
partners
(9) Review plan annually Q2 DEPO Review ERP issued June

2009, incorporating changes
in risk, lessons identified
from exercises & incidents,
reflect change in structures

(11) Exercise plan annually Q4 DEPO TTX Protracted October
M 2010, EX Watermark 10
March 2011

(13) Develop training plan Q1 DEPO Training needs and dates of
courses for all with
responsibilities in an
emergency to be issued

(1) Review questionnaires regarding Q1 DR Service managers
Business Continuity acceptable level of service responses being reviewed

Arrangements (6) Develop plans for critical suppliers M Q2 -DR Develop existing plans
further

Page 1 0f 3 Hapocs\Committee\ REPORTS\OverviewsScrutiny\Community\2010\290610-BDG DRF 10-11 Work Plan v - May 10.xls



Appendix 2
BDC DRF 09-10 Work Plan v2 - 16 June 09

Ref | Key Tasks / Objectives Priority | Completion Date [Measure / | Lead Officer Remarks/Resources
ssue 09/10 Progress

(a) (b) (c) (d) (e) (f)

(9) Review process Q4 JS/DEPO |Review BC plans issued
March 2010, incorporating
changes in risk,
organisational and structure
changes, changes in
supplier and contractual
arrangements & lessions
identified from incidents &
exercises

DEPO Loss of IT exercise
Paperchase November
2010

(10) Exercising Qs

(11) Training Q1 DEPO Training needs & dates of
courses for all staff to be

issued

(12) Develop stakeholder awareness Q2 EPF Ensure BCM strategy is
understood by internal and

external stakeholders

(6) Identify information for FOI release Q2 PS Identify available information

in FOI publication scheme

. ith th
D g::;ir:umcate with the (7-9) Review public warning process Q2

PS Review warning & informing
arrangements for specific
and/or generic emergencies

(11-13) Raise public awareness of risk Q2 PS/DEPO  |Expand community
resilience initative to advise
on specific actions public
within the district can take
before, during & after an
incident
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Appendix 2
BDC DRF 09-10 Work Plan v2 - 16 June 09

Ref Key Tasks / Objectives Priority | Completion Date |Measure / | Lead Officer Remarks/Resources
Issue
09/10 Progress
(a) (b) (¢ (d) () (f)
(15) Exercise plan annually Q3 DEPO Conduct exercise to ensure
M warning & informing
arrangements are effective
(16) Develop training plan Q2 DEPO Develop training plan for
M staff who may be involved in
warning & informing
arrangements
(2) Provide BCM advice to local Qs DEPO Promote BCM concept with
voluntary groups voluntary groups to enable
them to continue their
M activities during an
emergency - link with SVOG
E Busme.ss continuity (4) Working with voluntary Q3 DEPO Collaborative planning
promotion o ,
organisation staff M between JEPU, economic
development and voluntary
sector
(6) Develop BCl referal scheme Q3 DEPO Develop criteria for advising
M on selection of service
provider
. . DEPO Requirement fully satisfied
F |[Information Sharing by membership of JEPU
G |lco-operation DEPO Requirement fully satisfied
by membership of JEPU
Capability assessment _ |People in Givil Contingency Roles o Q2 B DEPO CEO/Directors
DEPO Control Centre Manager
Course nominations for all will be
addressed in B13 above DEPO Control Centre Staff
DEPO Leader/Scrutiny Chair
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